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16.1 Overview of Smart Upgrade

Definition
Smart upgrade refers to the process of automatically upgrading devices by
connecting them to the Huawei Online Upgrade Platform (HOUP) through the
Internet.

Purpose

As network scales enlarge, an increasing number of devices are deployed on the
network, and users using traditional device upgrade modes suffer from the
following pain points:

e Complicated and time-consuming upgrade procedure

e Laborious because of frequent software version upgrades

e Dispersed device locations, resulting in high communication costs for resource
coordination

To free users from such pain points and enable them to upgrade devices more
conveniently, smart upgrade is developed. Smart upgrade achieves online
automatic upgrade of devices by connecting them to the HOUP, simplifying the
upgrade procedure, improving maintenance efficiency, and reducing O&M costs.
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16.2 Smart Upgrade Process

To implement smart upgrade, connect devices to the HOUP through the Internet,
as shown in Figure 16-1. A smart upgrade-enabled AR router periodically sends its
own information, including the device model, ESN, current system software
version, and current patch, to the HOUP. The HOUP returns the latest version
information, including the recommended system software version, patch, patch
type, and download path, to the router based on the maintenance policy. You can
determine whether to upgrade the router immediately or at a scheduled time
based on the returned information. The router then automatically downloads the
software package and performs an upgrade accordingly. After the upgrade is
completed, the router reports the upgrade result to the HOUP.

Figure 16-1 Networking diagram for deploying smart upgrade

RouterA RouterB RouterC

Smart Upgrade Procedure

Figure 16-2 shows the process in which a smart upgrade-enabled router
exchanges with the HOUP.
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Figure 16-2 Smart upgrade procedure
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The procedure is as follows:

1. The router reports its status information to the HOUP to request for the latest
version information 10 minutes after the smart upgrade function is enabled.

2. After obtaining the status information, the HOUP returns the latest version
information, including the latest system software version and patch
information to the router based on a specified policy.

3. After the router obtains the latest version information, a user determines
whether to upgrade the router according to the actual situation.

4. If the router needs to be upgraded, the user can further select the immediate
or scheduled upgrade policy.

5. The router performs a smart upgrade and requests for the latest system file
from the HOUP based on the upgrade policy selected by the user.

6. The HOUP responds to the download request of the router and transfers the
system file to the router.

7. After obtaining the system file, the router automatically configures it as the
file for next startup and restarts.
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(11 NOTE

The router clears the original upgrade configuration in this procedure. During a restart,
the router automatically saves and backs up configurations to the file named
vrpcfg_auto_backup.zip or vrpcfg_auto_backup.cfg. Save the current configuration
and export the configuration file in advance.

8. After the upgrade is completed, the router automatically reports the upgrade
result to the HOUP. If the upgrade fails, the HOUP notifies maintenance
engineers of the failure.

16.3 Licensing Requirements and Limitations for Smart
Upgrade

Involved Network Elements

An AR router needs to cooperate with the HOUP to implement smart upgrade.

Licensing Requirements

Smart upgrade is a basic feature of an AR router and is not under license control.

Feature Limitations

e Only the AR100, AR120, AR150, AR160, AR200, and AR1200 series routers
support this function.

e The router will restart during the upgrade, interrupting services.

e During smart upgrade, the router automatically saves the configuration
information. To avoid unexpected configuration loss, you are advised to save
the current configuration and export the configuration file in advance.

16.4 Configuring Smart Upgrade

Prerequisites
e An AR router resides on a public network and connects to the HOUP.
e There are reachable routes between Router and the DNS server.

Procedure

Step 1 Configure DNS.

1.  Run system-view
The system view is displayed.
2.  Run dns resolve

Dynamic domain name resolution is enabled.

By default, dynamic DNS resolution is disabled.
3.  Run dns proxy enable
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DNS Proxy is enabled.

By default, DNS proxy is disabled.
Run dns server /jp-address

The IP address of the DNS server is configured.

By default, no IP address of the DNS server is configured.

Step 2 Load the HOUP certificate.

By default, the HOUP certificate is saved in default storage medium of the router
without manual intervention (the certificates are houp.huawei.com_local.cer and
Actalis_CA.cer). If the certificate expires, you can log in to the web page and
upgrade the certificate on the Intelligent Upgrade page.

1.

Run pki realm realm-name
A PKI realm is created and the PKI realm view is displayed.

By default, a PKI realm named default exists on a device. This realm can be
modified, but cannot be deleted.

(O NOTE
In smart upgrade scenarios, the PKI realm name must be defaultPki_houp; otherwise,
the device cannot connect to the HOUP.
Run quit
Return to the system view.
Run pki import-certificate local realm realm-name pem filename filename
A local certificate is imported to the specified PKI realm.

In this scenario, the PKI realm must be specified as defaultPki_houp, and the
local certificate must be houp.huawei.com_local.cer.

Run pki import-certificate ca realm rea/lm-name pem filename filename
A CA certificate is imported to the specified PKI realm.

In this scenario, the PKI realm must be specified as defaultPki_houp, and the
CA certificate must be Actalis_CA.cer.

Step 3 Configure a client SSL policy.

1.

Run ssl policy policy-name type client

A client SSL policy is created and the client SSL policy view is displayed.
Run pki-realm rea/m-name

A PKI realm is specified for the client SSL policy.

By default, no PKI is specified for the client SSL policy on the router.

In this scenario, the specified PKI realm must be defaultPki_houp.
Run server-verify enable

Certificate-based SSL server verification is enabled.

By default, certificate-based SSL server verification is enabled.

Run quit

Return to the system view.
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Step 4 Run smart-upgrade enable
Smart upgrade is enabled.

By default, smart upgrade is disabled.

Step 5 (Optional) Run smart-upgrade information telephone telephonenum email
emailaddress

The contact number and email address for smart upgrade are set.

By default, no contact number or email address is set for smart upgrade.

(10 NOTE

The contact number and email address are used only for emergency contact upon an
upgrade failure.

Step 6 Run quit
Return to the user view.

Step 7 Run display smart-upgrade information
Details about smart upgrade are displayed.

Step 8 Run system-view
The system view is displayed.

Step 9 Configure smart upgrade.

When figuring out that there is a new system software version available for
upgrade according to the display smart-upgrade information command output,
you can configure an upgrade policy in either of the following methods:
e Run smart-upgrade right-now

Smart upgrade is performed on the router immediately.
e Run smart-upgrade time HH:MM:SS { weekly | monthly | yearly }

The scheduled smart upgrade policy is configured.

By default, the start time or interval for scheduled smart upgrade is not set.

--—-End

Verifying the Upgrade

After the upgrade is completed, run the display version or display patch-
information command to check the current version or patch information of the
router.

16.5 Example for Configuring Smart Upgrade

When a large number of devices need to be upgraded to a recommended version,
you can deploy the smart upgrade function to implement rapid upgrade of
devices.

Networking Requirements

As shown in Figure 16-3, RouterA, RouterB, and RouterC reside on a public
network and can communicate with the HOUP through the Internet. These routers
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have reachable routes to the DNS server. Certificates houp.huawei.com_local.cer
and Actalis_CA.cer of the HOUP have been stored in the storage medium of the
devices. The customer wants to deploy smart upgrade to implement online
upgrade of the software or patch by connecting the devices to the HOUP.

Figure 16-3 Configuring smart upgrade

DNS Server
1.1.1.2

Internet

RouterA RouterB RouterC

Configuration Procedure

The configuration of RouterB and RouterC is similar to that of RouterA, and is not
mentioned here. The following uses RouterA as an example.

1.

Configure DNS functions on RouterA, including the dynamic domain name
resolution service.

<Huawei> system-view
[Huawei] dns resolve
[Huawei] dns proxy enable
[Huawei] dns server 1.1.1.2

Configure a PKI realm named defaultPki_houp on RouterA and import the
certificates.

<Huawei> system-view

[Huawei] pki realm defaultPki_houp

[Huawei-pki-realm-defaultPki_houp] quit

[Huawei] pki import-certificate local realm defaultPki_houp pem filename
houp.huawei.com_local.cer

[Huawei] pki import-certificate ca realm defaultPki_houp pem filename Actalis_CA.cer

Configure an SSL policy on RouterA and bind the policy to the PKI realm
named defaultPki_houp.

[Huawei] ssl policy defaultPolicy_houp type client
[Huawei-ssl-policy-defaultPolicy_houp] pki-realm defaultPki_houp
[Huawei-ssl-policy-defaultPolicy_houp] server-verify enable
[Huawei-ssl-policy-defaultPolicy_houp] quit
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4. Configure smart upgrade on RouterA.

[Huawei] smart-upgrade enable
[Huawei] smart-upgrade information telephone 123456789 email test@huawei.com
[Huawei] quit

5. Check smart upgrade details.

<Huawei> display smart-upgrade information
Info:Loading the information.Please wait for a few minutes.

Scheduled upgrade: Enable
Next upgrade time: 2019-07-17 23:00:00
Check for new version: Upgrade required

Recommended software version: V200R010C00SPC600
Recommended patch version:  None

Upgrade description:

Firmware and Patch Description in English:1)description:2)description:

Info update time: 2019-07-11 14:17:06
Cancellation status: Initial

Upgrade status: Initial

Software package size(B): 155945856

Patch package size(B): 0

Download progress(%): 0

Download speed(KB/s): 0.00

Download status: notStart

Software package name: AR120-V200R010C00SPC600.cc
Patch package name: None

Patch type: None

Last upgrade type: now

Last upgrade time: 2019-06-29 15:49
Last upgrade result: None

Device name: AR129CGVW-L

ESN: 21500102152SF5900070
SoftWare version: V200R010CO0SPC200
Patch version: None

Last startup software:: flash:/ar120_spc200.cc
Last startup patch: None

Backup configuration file:  vrpcfg_auto_backup.zip
Last startup voice package: None
Last startup license: None

The message "Check for new version: Upgrade required" is displayed in the
command output, indicating that a new software version is available for
upgrade.

6. Perform smart upgrade immediately.

<Huawei> system-view

[Huawei] smart-upgrade right-now

Info: Connecting to the smart upgrade platform...Please wait for a few minutes.
Info: Starting to download file AR120-V200R010C00SPC600.cc

100%

Info: Downloading file AR120-V200R010C00SPC600.cc succeeded.
smart-upgrade: 155944876 byte(s) received in 433 second(s) 355.71Kbyte(s)/sec.
Info: Starting to download file AR120-V200R010C00SPC600.cc.asc

Info: Verifying the system software package using the signature file ....................
Info: Verification succeeded.

Info: The device needs to be reboot to proceed with the upgrade. Continue? (Y will be selected by
default 30 seconds later) (Y/N)[Y]:Y

After a restart, the device is upgraded to the new version.

Verifying the Upgrade

Check the software version after the upgrade.

Issue 14 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 443



Huawei AR Series Access Routers
CLI-based Configuration Guide - Basic Configuration 16 Smart Upgrade Configuration

[Huawei] display version

Huawei Versatile Routing Platform Software

VRP (R) software, Version 5.170 (AR120 V200R010C00SPC600)

Copyright (C) 2011-2018 HUAWEI TECH CO., LTD

Huawei AR129CGVW-L Router uptime is 2 weeks, 6 days, 20 hours, 11 minutes

MPU 0(Master) : uptime is 2 weeks, 6 days, 20 hours, 10 minutes
SDRAM Memory Size :512 M bytes

Flash 0 Memory Size : 512 M bytes

USB DiskO Memory Size: 12 M bytes

MPU version information :

1. PCB Version : AR129CGVW-L VER.C

2. MAB Version : 0

3.Board Type :AR129CGVW-L

4. BootROM Version : 1
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